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Documentation history

V3.01

v4.01

v4.02

v4.03

v4.04

V4.05

V4.06

V4.07

v4.08

V4.09

V4.10

First release of tcp184 manual

Major update to the underlying dScript, now with functions and local variables.
Added “From Address” for easymail emails.

Bug fixes for the underlying dScript.

Editor update, added support for multiple editor tabs.
Compiler update, added support for multiple files in project.
Compiler update, added support for #ifdef, #else, #endif

TCP server socket now transmits keepalives when connections become dormant
for 10 seconds. 6 unacknowledged packets at 10 second intervals will result in
port closure.

Added phone app support (I0 Network 2 on the App stores). Fixed bug that
caused intermittent module not found error on firmware update.

Added system reboot button to config status screen.
dScript updated to support dS2832. See dScript-v4.xx manual.

Added new features:
Ping Used to ping other machines to check if responding.
Sequencer Added a 120 step, 12 output sequencer

Added display of MAC address to network configuration page.
Bugfix — NTP (Real time clock) startup failed under some circumstances.
Renamed command “counters” to “setcounters”.

Added 3 new commands to Binary and AES Binary command set, to
control all relays in one command. Set all, set selected and clear selected.

Webpage security settings now on Network page for compatibility with other
modules. The new dSx support for dS modules which have powered
RS485 ports is not applicable to tcp184.

Note: If you have a custom app based on app-dSxxxx-v4-07 or earlier, you will need to re-
name the “counters” command to “setcounters” for it to compile with this version.

Copyright © 2016-2021, Devantech Ltd.
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A quick look

Ethernet connected module, 10/100Mb auto negotiated.

Relays - 4 x 16Amp 250Vac C/0O. with snubbers on N/O contacts.

Inputs — 8 optically isolated inputs, selectable as digital, 12-bit analogue or counter.
Power — AC mains universal input: 90 - 264Vac, 47-63Hz.

Connections — Screw Terminals for N/JO N/C and Common contacts

Module size - 170mm x 104mm, DIN rail mounted

Controlled graphically by secure webpage or optionally one of ASCII, Binary or Modbus com-
mand sets over TCP/IP.

Email notifications - 8 selectable notifications, up to 100 emails/hour max.
Peer to Peer - Control relays on other modules.

Schedules - Able to schedule events based on time of day/week
Counter/Timers — Count or time events. Up to 2KHz counting on all inputs.
MODBUS gateway to downstream MODBUS modules such as the MBHS88.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Introduction

The tcp184 is an Ethernet connected relay module featuring 4 channels of 16Amp 250Vac re-
lays. Each relay has both normally open (NO) and normally closed (NC) as well as the common
available on three terminals. It has snubbers fitted between the Common and N/O contacts.

In addition to the relays, the tcp184 has 8 input channels which may be individually config-
ured to be:

1. Active low input with pull-up (allows direct connection of volt free contacts).

2. Active low input without pull ups (easy to connect logic level inputs).

3. Analogue inputs. 12-bit with selectable 0v-4.096v or Ov-5v input range.

4. High speed (2KHz) counters with or without pull-up resistors.

The tcp184 has four built in control methods.

Primary control method is graphically by using its built in secure website.
Secondary control may be one of:

ASCII - type in commands via a program such as PuTTY.

Binary - Command set using binary codes with optional AES encryption.
Modbus - Functions 1, 4, 5 and 15 supported.

And if you should wish to modify the supplied firmware - you can.

Behind the scenes there is dScript, a powerful multi-threaded operating system and program-
ming language. The supplied firmware is written in dScript as well as HTML, CSS and
Javascript on the webpages and the full source is in the separately down-loadable dScript sup-
port package.

You do not need to use dScript at all, but its great to know its there - just in case you do.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Getting started

Start by wiring the mains input and plugging in the Ethernet cable to connect the module to
your network. Switch on and the first thing you will note is that the blue LED will flash 3 times.
This indicates that the control firmware is loaded on the module. (If the blue led does not flash
you will need to load in the control firmware. Don't worry, this is very easy to do. Just go to
the chapter on installing the firmware and follow the instructions there).

If you are using a Win10 PC, open your browser and into the address bar (not the search bar)
type:
http://tcp184/index.htm

You should now see the application webpage and you can control relays and view inputs.

—2 Y
aScript

Relay 1 Relay 2 Relay 3 Relay 4

Relay 5 Relay 6 Relay 7 Relay 8

Relay 9 Relay 10 Relay 11 Relay 12
Relay 13 Relay 14 Relay 13 Relay 16
Relay 17 Relay 18 Relay 19 Relay 20
Relay 21 Relay 22 Relay 23 Relay 24
Relay 25 Relay 26 Relay 27 Relay 28
Relay 29 Relay 30 Relay 31 Relay 32

101 O 102 O 103 O 104 O
105 O 106 € ) 107 O 108 Q

example.com [0 | cul p | b |
192.168.1.2 o | ct2 b | b |
o | Cu3 | b |

o | ctr4 p | b |

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 7


http://www.robot-electronics.co.uk/

r i (271
fc_,’:)_/. o)=r User Manual v4.10

Locating the IP Address

If you are not using a windows PC then you will need to find the IP address of the module.
The simplest method is connect the module (Ethernet, USB then lastly, Power) and load up the
dScript editor.

Module Project Helo
_Select Port b [0ty S0
IP Address ¥ O ttys1

- Save config M ttyACMO ,, tcp184-va-07.dsi x
Restore config =

MAr=

tcplg8d w4.07

4

Go to Module—Select Port and make sure the correct serial port is selected as illustrated above.

t Module Project Help
Select Port LI |
Eip Address  » Tip: 102.168.1.132 4v4.07

— Save config .
C . - - - . x
e app-tcpl84-va-07.dsi

arnAriR A

Now go to Module— IP Address and the current IP address is displayed.

Make sure the Ethernet is connected before you apply power. If you plug the Ethernet cable in
after the power, the module will already have booted with a default IP address.

Alternatively, you can find the IP address of the module by checking your DHCP server. If you
have a DHCP server on your network (your router is normally the DHCP server) then the
tcp184 will get its IP address from that. Log on to your router and navigate to the LAN client
list.

tcpias

192.168.8.6
54:18:EC:58:BE:31

Above is the entry from our ASUS RT-N66U router. So now you type:

192.168.0.6/index.htm

into your browser address bar and you should see the application webpage shown on the pre-
vious page.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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If you prefer, you can download a java program that will run on Windows, MAC or Linux, and
will list all of our modules that are connected to your LAN. DevantechModuleFinder.jar

L2 Devantech Module Finder

Discover Devices

Exit

ot

Devantech Modules
- | dScript Modules
- | MAC-Address - 54 10:ec:58:be: 31
- # Hostname - TCP184
- @ TP Address - 192.168.0.6
- # Module ID - (36)
L& Port-17123

If you do not have a DHCP server the tcp184 will use a default IP address of 192.168.0.123 so
make sure your PC is on the same subnet of 255.255.255.0 and its IP address is

192.168.0.xxx

Copyright © 2016-2021, Devantech Ltd.
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Configuring the tcp184

There are a set of configuration pages to get the tcp184 operating as you want it. These pages
are all _configx.htm, (that's a leading underscore character).

ie.

_config.htm

_config2.htm

CFG/RUN link

Anything that starts with _config is considered a special name for configuration pages and can
only be seen if you have the 3-pin CFG/RUN link in the CFG position. When the link is in the
RUN position the _config pages are not accessible. This is a security measure. After you have
configured and deployed the module, you really don't want these configuration pages available
for others to change. So with the link in the RUN position the _config pages are not available.
If you try to access them you just get served a “not authorised” page instead.

So for now, you do want to look over the config pages. Place the link in the CFG position.
With the link correctly positioned, browse to:

192.168.0.6/_config.htm
(substituting your IP address)

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Status page

You should now see the following page:

Status Module tcpl84
: system Firmware 4.10 Status

Network :
Shows the current status of the module.
TCP{IP
Relays
Input/Output
Ping
Email
Peer to Peer
Sequencer

Scheduler

Counter/Timer

Application Page

This status page shows you the system and application firmware revisions.

If you hover your mouse cursor over the menu buttons on the left, the help panel will give you
an overview of each one.

The system reboot button should be used with caution. If the module is at a remote site and
you change the IP address, you may not be able to reach it again.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 1 1


http://www.robot-electronics.co.uk/

tcplss

Network page

System Configuration

. Status Host Name [B3E0 ,\" o Securit
¢ Nebpage Security
Network .Gl i 192 168.0.123
Configure the password for webpage

TCP/IP security.

Relays

Input/Output
Secondary DNS = .
/ MAC Address Sl
Email Enable DHCP

Ping

Peer to Peer

Sequencer \: Webpage Security

Enable pw.htm g
HTTP Port [

Scheduler
Counter/Timer

Application Page

Notice that everything below the Host Name is greyed out and can't be changed. This is be-
cause the “Enable DHCP” box is checked and all the greyed out fields are supplied by the DHCP
server. Although a quick way to get you connected, we really do not recommend this as the
DHCP server can assign a different IP each time you power up. If you want to control this mod-
ule from the internet while you are away from the premises then you will be setting up port
forwarding on your router which requires a fixed IP address.

So lets do that first. Uncheck the DHCP box and you can then set all the other fields. Notice
that the Red “Update Pending” light comes on. It indicates there are changes which have not
yet been written to the flash memory. It will go off again 5 seconds after you stop changing
anything.

Choose an IP address for the module, something outside of the DHCP settings on your router
so it will not assign anything to that address. The subnet mask, Gateway and DNS can all be
left as the defaults. Network changes only take effect after the next re-boot, so wait until the
“Update Pending” light goes out and give the reset button on the module a quick press. The
Green Led will light and the Blue led will flash 3 times. You will now find the module at your
new IP address. If the Red led comes on after you press the reset button, its because you
pressed it for too long (and entered bootloader mode). Just have another go with the reset
button for a bit less time.

Your browser won't know you have changed the IP address so it will still be showing the old,

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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now dead page. Make sure you change to your new IP address and load the page again.

Webpage Security

Leaving the Security Password blank will disable it and allow everyone to access the application
page to control the module.

To enable password protection enter a password into the Password box. You can use any char-
acters from the ASCII character set from 0x20 to Ox7E except ™ (0x22). It may be up to 200
characters long and you don't have to memorise it, so make it a long one with plenty of upper-
case, lowercase, numbers and symbols.

Accessing a special webpage, _pw.htm, will install the password on your browser. To do this
make sure the Enable _pw.htm box is checked.

Enable pwhtm

Security Password [ NEII=EEISIIN

HTTP Port R

When the “Update Pending” light goes out, re-boot the module and go to
yourIP/_pw.htm

You will see something like this:

3 Password setup b -

s O | 192.168.0.72/_pw.htm
B Google

Local Storage Available:

Yes

01d password was:
password

Password to store 1s:
myNewPassword

Stored password 1s:
myNewPassword

Don't forget to change html setup to off.
html setup off

The password is now loaded on your browser. Do the same for any further browsers you want
to enable. When you have done uncheck the “Enable _pw.htm” box to prevent anyone else
from loading the password. When the “Update Pending” light goes out re-boot the module
again.

ilc:pyrlght © 2016-2021, Devantech Ltd. WWW.robot-electronics.co.uk
rights reserved. 1 3
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The default port used by html webpages is 80. You can change this if required. If you do so
then you will need to include the port humber in the address.

If you change the port to 2345 then the webpage will be at:

YourlIP:2345/index.htm

For example:

192.168.0.123:2345/index.htm

iﬁp-y”ght © 2016-2021, Devantech Ltd. www.robot-electronics.co.uk
rights reserved. 1 4
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TCP/IP page

The TCP/IP tab allows you to select one of three command sets to control the module. These
are independent of, and separate to the HTML webpage control.

tC p 1 84: System Configuration

Status ASCII g f_/"'
! ModBus TCP/IP

Binary Choose the TCP/IP command set to
AES Binary use, or disable all check boxes for none.

Network

Phone App

TCP/IP Port
Input/Output

AES key iff

_ oemg 2380x78

Email
Peer to Peer
Sequencer
Scheduler
Counter/Timer

Application Page

@ Update Pending

Clicking on one of the four check boxes will select that command set. Only one command set
may be selected. You can disable all TCP/IP command sets by clicking on an already selected
box.

The ASCII command set is text based. You can use any program that can send text over TCP/
IP. We use PUTTY in raw mode. The Binary command set operates in a similar way to our
ETHxxx range of boards (but uses different commands), by sending binary commands to the
module. AES Binary adds encryption. Note the AES key MUST be 32 bytes long. We have a test
applications written in C# and Java to demonstrate AES encryption.

Phone App confiqures the module for control with our IO network 2” app, available on
iTunes/Play store. Password is an 8 character password used only with the App. Change this to
a password of your choice and use the same password on your phone.

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
rights reserved. 1 5
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When selecting the Modbus commands, an additional set of configuration boxes are available.

tC p 1 84 System Configuration

Status ) ASCII i
: ModBus g TCPIP
Network . x
< Binary Choose the TCP/IP command set to
TCP/IP AES Binary use, or disable all check boxes for none.
Phone A
BRGEVE PP

TCP/IP Port

L t/Output
nput/Outpu AES key

Ping Password

Email
Modbus UID _
Modbus

= Baudrate
Sequencer ) SR
Modbus Parity

Peer to Peer

Scheduler
Counter/Timer

Application Page

(™) Update Pending

These allow you to select the UID, normally you will leave this at the default of 1. The tcp184
will respond to commands on this UID. If you send any other UID it will be treated as the ad-
dress of a Modbus module connected to the RS485 port. Commands to other UID’s will be con-
verted to Modbus RTU format and sent out on the RS485 port. Any responses will be converted
back to Modbus/TCP format and returned to you.

The second box selects the baud rate of the Modbus RTU line and the third box selects even,
odd or no parity.

Modbus command set implements functions 1, 4, 5 and 15.
When selecting the Modbus command set, make sure you select port 502 which is the official

port number for Modbus over TCP/IP.

A full description of the commands is in the "Command Sets” section later in this manual.

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
rights reserved. 1 6



http://www.robot-electronics.co.uk/

tcplss

Naming relays

The next tab allows you to set the names of the relays that will be displayed on the application
page.

Status Relay No. =) v
Relay Names

Network e N %
Relay Name These are the labels on the relay
TCP/IP Pulse/Follow [ fsihuin s Ios S
each relay a unique and descriptive
Relays Set Relay |
Reset Relay | Maximum 20 characters.
Toggle Relay |

Power-up
Restore

Input/Output
Ping
Email
Peer to Peer
Sequencer
Scheduler
Counter/Timer

Application Page

() Update Pending

Names may be up to 20 characters long, but keep them shorter if you want to use a phone as
the controller. Here we have renamed relay 1 as “YardLights” and those 10 characters are
about the limit on a vertical phone screen.

dScript

YardLights| Relay 2 Relay 3 Relay 4

Relay 5 Relay 6 Relay 7 Relay 8

Relay 9 Relay 10 Relay 11 Relay 12

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Relay automation

There are a set of control boxes that provide for autonomous relay operation. If you just want
to control the relays from the webpage or using one of the TCP/IP modes, then leave these
boxes blank.

Relay No. box

This selects the relay you wish to configure. There are 32 relays available. The first 4 relays
are the actual relays on the module. Relays 5-32 are virtual relays. They have no physical
presence but otherwise behave identically to the real ones. They can provide additional pro-
cessing and a larger control surface to your application.

Pulse/Follow box

If you place a number in this box then that is the pulse time for the relay in mS (1000mS =1
second). The minimum value is 100mS. The maximum is 2147483647 (more than 24 days).
When the relay is toggled on, timing begins and at the end of the time period the relay goes
off again. If the button is pressed again during timing then the timing is restarted.

Relay No.

Relay Name pETIEBNS
Pulse/Follow FENWIIE]

Sec Retey. |
e
Togsi Retey |

Power-up Restore W

The above example will turn off the yard lights after 30 minutes. 1800000 mS is 1800 seconds.
1800 seconds is 30 minutes.

It also possible to insert a boolean equation into the box. Boolean equations are just simple
equations that evaluate to a 0 or 1.

For example Relay 1 is referred to a R1. Inputl is referred to as D1 (Digital 1). Analogue input
1 is referred to as Al.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Here's a very simple example:

Relay No.

Relay Name
Pulse/Follow

Set Relay _
Reset Relay _
Toggle Relay |

Power-up Restore |

Enter R2 into the Relay 1 Pulse/Follow box. This will make relay 1 copy whatever you do to Re-
lay 2. Try it!

Now change it to !'R1.

Relay No.

| O EVEVE Gl YardLights

Pulse/Follow [[=h
Set Relay
Reset Relay

Toggle Relay

Power-up Restore

The exclamation mark is read as “Not R1”. Now relay 1 will always be the opposite of relay 2.
Try it.

Boolean equations may be used for controlling relays and other objects such as email.
See the “"Boolean equation” section later in this manual for full documentation.

Set Reset & Toggle boxes
When used, these three controls contain boolean equations. The “Set Relay” box will set the

relay when the boolean equation becomes true. The other two boxes reset and toggle the relay
when the boolean equation become true.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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This is important! The Set, Reset and Toggle controls are transitory (edge triggered) controls.

The relays are only affected at the moment the boolean equation becomes true. This differs
from the Follow box where the relay continuously follows the output state of the equation.

In the previous example where we placed R2 in relay 1’s Follow control, relay one will always
be the same as relay 2. If relay 2 is off and we click relay 1 (YardLights) nothing will happen.

However if we want relayl to be controlled by relay 2 as above, but also want to be able to

toggle it on/off from the webpage, we can put R2 in the “"Set Relay” box and IR2 in the “Reset
Relay” box.

Relay No.

Relay Name
Puise/Fottow |

Set Relay
Reset Reay
Togsic Retay N

Power-up Restore g

Try it.

Power-up restore

When checked, the relay is restored to the previous state it had when power was lost. If the
relay was on when power was lost or the module was turned off, then the relay will be turned
on again when the module is powered up again.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.
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Naming Input's

The I/0O Names tab is used to assign meaningful names to the Input terminals.

System Configuration

Status 101 CIN A

p—— 4 - 1/0 Configuration

o ~ Names.

TCP/IP ,, 103 These ar
104

Relays

I/O5 Counter No-Pullup v

Input/Output

06 T Cont 0 vith or wi
o6 Counter With-Pullup v ; /O with or without pull-

N
Ping o 7 . p stors, analogue inputs with
= 107 [ox] Digital With Pullu
4 AL S0 rence, or as counters.

Q il v
( Email 108
( Peer to Peer

Sequencer

Scheduler

Counter/Timer

Application Page

@ Update Pending

As with relay names these may be up to 20 characters long, but do check it looks ok on a mo-
bile device or whatever you are using to control the module.

The I/0 types box allows you to select the type of I/O you want.

The two digital modes are the same except for “"Digital No-Pullup” the passive pull-up resistor
is turned off and for “Digital With Pullup” it is turned on. The no-pullup option is useful for con-
necting to digital circuits (3.3v or 5v) that supply the input voltage. The with pull-up option
turns on a weak pull up to 5v. This is useful for directly connecting volt free contacts such as
relay contacts or switches. They are connected between the pin (P) and ground (0Ov).

The analogue mode converts the input voltage to a digital number in the range 0-4095 (12-bit
conversion). The input voltage range is selectable between 0-4.096v (Ref4) or 0-5v (Ref5).

Counter modes select the high speed counting feature. Each input can count at up to 2KHz and
has selectable pull-up resistors.

When you have changed I/0 types wait for the “Update Pending” light to go out and press the
reset button, as new I/O modes are set on power-up.

Copyright © 2016-2021, Devantech Ltd.
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Pinging remote machines

th 1 84 System Configuration

Status Ping No. EEND ,-""_’
Z Ping

Network s o
4 Menoi Hut Ping to up to four remote hosts.
TCP/IP Repeat Time EJ NG : :
3 ' s Used to to if a remote system is
. Relays ) Attempts alive and nding.
Delay
| Input/Output |

e Time uS LHFE
Ping

Email

i Remote Host [EERIT:RI
Pessio e B0 Repeat Time
Sequencer ‘ Attempts
Scheduler ] Delay

Time us FA%

Counter/Timer

Application Page

The ping module allows you to check other machines are still online and responding.

Ping threads are only started a boot time if the Repeat Time is greater than zero. Also DNS
lookup is only performed once at boot time if the Repeat Time is greater than zero. So after
making changes, wait for the Update Pending light to go out (5 seconds after last change) and
reboot the module.

Repeat Time

This is how often the ping is repeated, in seconds. 10 sends a ping every 10 seconds.

Attempts

The number of failed pings (no response) before failure is reported by setting the ping time to
zero. If set to 5 it will take 5 consecutive failed responses to trigger a failure. If a response is
received, say on the 3™ try, the attempt counter is reset to 5.
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Delay

This is the delay between detecting the failed responses and re-starting the pings. It is also the
startup delay before beginning pings. Its purpose is to give the target machine time to boot
up, or reboot.

Ping Time

The time between sending the ping message and receiving thee response. Timing is given in
uS, but subject to a 1-2mS jitter.

Rebooting the target machine

A relay can be used to reboot the target machine. This may be by connecting to its reset input,
or even removing and restoring power. The details of this are left to you.

In this example we are going to generate a reset pulse by pulsing Relayl for 2 seconds when
the ping time goes to zero. To do this enter 2000 in the pulse/follow box and P1<1 in the Set
Relay box.

EEEVBVENEE Relay 1

Pulse/Follow PEhl®
Set Relay [siEl
Reset Relay

Toggle Relay

ower-up Restore g

If you are going to reboot by removing power, you might want a longer pulse, say 30000mS or
30 seconds.

You might also send a notification email:

SO noreply@dscript-mail.uk

Email No.

IR0 ENEGGIESN yourname @example.com
UM Machine 1 failed
Trigger

Copyright © 2016-2021, Devantech Ltd.
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Email notifications

The Email tab is used for sending secure, AES encrypted email notifications from the module.

th 1 84: System Configuration

N 3R GLIEEER o meone @aRealDomain.com
Network
Email No. S ecure emails in response to
TCP/IP ) selected events.

Email Address
S EWMAEyent message goes here
Input/Output gbateis=dllFor example, D

Ping

Relays

Email
Peer to Peer
Sequencer
Scheduler
Counter/Timer

Application Page

@ Update Pending

Up to eight (8) email notifications may be set up, selected by Email No. box.

Setting up emails is quick and easy. You just need the recipients email address, a notification
message which will be the email subject line and the trigger event.

The trigger event uses the same boolean equation solver as the relay automation. So if you
want to trigger an email when digital input 1 (I/0O1) becomes active, just enter D1.

The email message is automatically filled in with useful information on the state of the relays,
I/O's etc.

Boolean equations are used for controlling relays as well as triggering email notifications.
See the “"Boolean equation” section later in this manual for full documentation.

Note - Email notifications are limited to 100/hour.
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Peer to Peer

This tab allows you to configure events on this module to control relays on another.

th 1 84 System Configuration

Status P2P No. 4
Peer to Peer

Network
—— ¥ il Use inputs on this module to control
TCP/IP 1 Target IP relays on other dSxxxx modules which
can be on your local LAN or across the
R ‘ Target Port internet.
) Target Relay No.
Target Action. [
TCP/IP Timeout.

Email Use AES g

Input/Output

Ping

Peer to Peer
Sequencer
Scheduler

Counter/Timer

Application Page

(®) Update Pending

Up to eight (8) Peer to Peer events may be set up, selected P2P No. box.

Control of the target relay is by using the binary command set only. This can optionally use
AES encryption. The Target module must be set to either Binary or AES Binary mode on its
TCP/IP tab, and this “"Use AES” checkbox set to match.

The input box selects the event that will be used to control the target relay. This can be as
simple as an input, or a complex Boolean equation. See the “Boolean equation” section later in
this manual for full documentation.

Target IP, Port & Relay No should be set to locate the target relay.

Target action determines how the relay will be controlled.
0 - No action, this Peer to Peer event is disabled.
1 - Follow Me, the relay will follow the input, (or the Boolean result of any equation here).
2 - Set Relay, the relay will be set by this event. You will need another P2P event to reset it.
3 - Reset Relay, the relay will be reset by this event. You will need another P2P event to set it.
4 - Toggle Relay, this will toggle the relay each time the event is triggered.
20+ - Pulse relay, Pulse times are in mS. (1000mS=1Second). 5-19 no action.

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
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Sequencer

tC p 1 84: System Configuration

Status Page. EIED e

Sequencer

E

Network Line Control
- A 120 step, 12 output sequencer

02 Delay in mS, Seconds, Minutes, Hours

Relays 03 M or Random Seconds.

Input/Output L _

Ping

TCP/TP

Wait for specified time.
Jump, Call & Return.

Branch on Relay, Digital Input or
Schedule active.

Email
Peer to Peer

Sequencer

AN B B B BN BN NN ER
H B B B B BN BN BN BN NN
H B B B B BN BN BN BN NN
U I U I O I
A B B B B N BN BN B NN
A B B B BN BN BN BN N
H B B B B BB BN BN

A B B B BN BN BN BN N
A B B B BN BN BN BN N
A B B B B BN BB BB ENN
C I B I I I B D N B
H B B B BN BN NN NN

Scheduler
Counter/Timer

Application Page

@ Update Pending

The sequencer runs a continuous loop of up to 120 steps. At each step you can specify a time
delay and the outputs. The K1 - K12 outputs are updated and the start of the delay time. The
example above shows the simplest sequence possible. At line 01 it delays 1 second and turns
on the K1 output. Line 02 delays 1 second and turns off the K1 output. Line 03 jumps back to
line 1 and the cycle repeats forever.

The K1 - K12 outputs may be used in boolean equations to control relays, send emails, etc.

Relay Name
Pulse/Follow
Set Relay

Reset Relay

Toggle Relay

Power-up Restore g

Placing K1 in a relays Pulse/Follow box will make the relay follow the K1 output, in this case
pulsing the relay on and off every two seconds.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 26


http://www.robot-electronics.co.uk/

r i (271
[Cp_/n o=r User Manual v4.10

Sequencer commands
There are a set of 12 commands to control the sequencer.

The simplest of these is just a number which is the time delay in seconds.

1234 Numbers may be up 4093 seconds.

m500 This is the time delay in mS. There is a limit of Max. 4093ms.

M10 The time delay in minutes. There is a limit of Max. 4093 minutes.

H2 The delay in hours. There is a limit of Max. 596 hours.

u9o Unspecified delay in seconds. Its a random number up to the limit specified.

The Max. delay that may be specified is 4093 seconds.

T16:45 Waits until the specified time before continuing. Make sure you have an internet
connection and the clock is correctly set up on the Scheduler page.

At the start of all the delay commands above, the K outputs will be updated with
the specified settings, then after the delay time, the sequencer moves on to the
next line.

None of the following commands will update the K outputs. If you specify
anything in these check boxes they will be ignored. The instructions are executed
immediately with no delays.

J1 Jumps to the specified line.

Co Calls the specified line. The sequencer has a 4 deep call/return stack. The line
following this one is pushed onto the stack and control transferred to the
specified line.

X eXit. Returns from a previous call. The line that was pushed onto the stack from
the last call is popped off and control transferred to that line. There are no
parameters to this command.

The following conditional jump commands take two parameters, the object
number and the line to jump to. They will jump to the specified line if the object
is active (on), otherwise continues with the next line. They do not stop and wait.

R1, 12 Tests R1 (Relay 1) and jumps to line 12 if active (on).
D1, 20 Tests D1 (Digital Input 1) and jumps to line 20 if active.
S1, 30 Tests S1 (Schedule 1) and jumps to line 30 if active.
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K Outputs

The sequencer outputs are a set of 12 flags, K1 to K12. These may be used anywhere a bool-
ean is used, to control relays etc.

For simple sequences the K output can be used in the Relays pulse/Follow box.

More complex sequences using call/return instructions should use the K flags in the Set, Reset
and Toggle boxes. Then use one K flag to set the relay and another to reset it. The K flags are
now only be needed at the point you need to switch the relay. In this way a common called se-
quence will only affect the specified relays, not everything.

Sequencer Examples
Scanning inputs, waiting for something to do.

Supposing you need to monitor two inputs and perform one of two control sequences depend-
ing on the input. We will need a loop to check the inputs and transfer to the appropriate se-
quence when active.

Line Confrol Kl
IRD1, 10 E RN

aD?2, 20 EERN

o> T = m m

If D1 becomes active control transfers to line 10.

If D2 becomes active control transfers to line 20.

Otherwise they arrive at line 3 and jump back to line 1.

The sequence will loop around these three lines until one of the digital inputs becomes active.

At the end of the routines at lines 10 and 20 you should finish with jumps back to line 1.

Traffic Lights

Here in the UK the traffic light sequence is Red, Red + Amber, Green, Amber, Red. You would
need more than two relays for this, but we can watch the sequence on the virtual relays on the
application page. Here is a sequence for a 2-way traffic control of the type you normally see at
road works.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 28


http://www.robot-electronics.co.uk/

tcplss

e
=t
e
(]
-~
=

Line Control
01
02
03 C.
04

05 ECIN

06 PR

07 N
08 EHEN
09
[]

B < & <« < W W < &
"B B BEER < B <N
" B BB AN <« 02BN
[ I B S G S S S S
"< 8 < AR AN
"8 <« BB RN AEDN
S B B B BB R AETDB

Here we hold both lights at Red for 30 seconds to give traffic time to traverse the controlled
area. Then Red + Amber for two seconds followed by Green for 60 seconds. We then stop the
traffic with Amber for 3 seconds followed by Red. Again we hold both lights at Red for 30 sec-
onds before letting the other queue through at line 6.

To watch it happen, set relays 21, 25 & 29 to K1, K2 & K3 and set relays 24, 28 & 32 to K4, k5
& K6.

-
Pulse/Follow

Set Relay N

Then look at the application page.

Helay 1/ | Helay 18 | | Helay 149 | Helay 20
/ Relay 21 \ Relay 22 Relay 23 / Relay 24 \
Relay 25 Relay 26 Relay 27 Relay 28
\
\ Relay 29 Relay 30 Relay 31 \ Relay 32 /
""""-——-—', u

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 29


http://www.robot-electronics.co.uk/

r i (D7l
_I:Cp_/. f)—.r' User Manual v4.10
Adding a pedestrian crossing to the sequence

In many sequences there are common runs of instructions. Our sequencer allows you to sepa-
rate out these common sequences and call them from elsewhere in the sequence. Having only
a single copy of a sequence aids in maintaining the program. We will expand our traffic light
example to demonstrate the call and return instructions, by adding a pedestrian crossing.

We use a digital input for the request to cross button. Before changing our sequence code, we
need to provide a latching request signal because pedestrians expect to give the request but-

ton a brief push, not hold it down. Lets use relay 22 for the latched request, D1 will set the re-
lay and K7 will clear it.

REEVBVEN T X Request
Pulse/Follow
Set Relay [}

Reset Relay [i§g

Toggle Relay

Enter D1 in relay 22 Set Relay box and, as the relay will be reset by the sequencer, enter K7 in

the Reset Relay box. Also enter K8 and K9 into relay 23 and relay 27 pulse/follow boxes. While
we are in the relay section, lets rename the relays to better reflect their functionality.

(21) North RED {22) X Request (23) X RED {24) South RED
(25) North AMBER . (27) X GREEN (28) South AMBER
(29) North GREEN . . (32) South GREEN

Copyright © 2016-2021, Devantech Ltd.
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Now we can modify the sequencer code. Change the 30 second delays on lines 1 and 5 and re-
place them with C13. This is a call to line 13, which is on page 2. This will keep the pedestrian
routine on one page for easier reading. Also remove all ticks from K1 - K12 on these lines. The
Call instruction will ignore them anyway, but it's good to keep things clear.

Page.

-~
[y

Line Control

01 SN
02 P
03 E I

0+ R
05
06 PR
o7
08
09

B < &« <« B A B <« B
BB BB B < B <N
B B B B B N BN
B R B <« B <« <« <« B
B < B < B B EDN
"B e < BB EBEEDN
" B R B EEEDN
B <« <« <« B <« <« <« B
" BB R B EREDN
R B B R B EREDN
" B R BEEEREDN
" B BB EBEN

Enter the following on page 2.

-
|
[

Line Control

13 VI
24R22, 16 |

15 [
16 R
17
18

A BB B R BB
A BB B R BB
A B BB E BB
A BB B E BB
A B8 < B BB
A BB B R BB
A BB B BE BB
A B BB E BB

Line 13 is the 30 second delay where we hold all lights at Red. These are the two delays from
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page 1 lines 1 and 5, where we replaced them with the C13 command. We still need this delay.

Line 14 tests the pedestrian request latch, relay 22, and jumps to line 16 if active, otherwise it
continues with line 15 which just return to the caller on page 1.

Line 16 turns the pedestrian signal to Green for 15 seconds and also clears the request signal.

Line 17 returns the pedestrian signal to Red and waits a further 5 seconds for pedestrians to
complete the crossing.

Line 18 returns to the main sequence on page 1.

Give it a try!
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Schedules

The scheduler can schedule regular events. These can be once or twice daily with the two start
and stop times and can happen on any selected weekdays.

System Configuration

Schedule No. K3 v
Scheduler

Status

Network ot Balaw
Sl Schedule y events with 8 schedules,

TCP/IP ‘. wrpays I N I IEE I B Zoetiaporadisntene - nepR ity

Hours Minutes Seconds

tart | R TR
Stop 1 -

Start 2 [T -
Stop 2 [ -

Current Time
Time Zone (YN

Daylight Saving gg

Relays
Input/Output

Ping

Email

Peer to Peer

Sequencer
Scheduler
Counter/Timer

Application Page

)
)
)
)
)
)
)
)
)
)
)
)

@ Update Pending

The Schedule No. is one of eight schedules that can be set up.
The target relay is the local relay that you want this schedule to control.

W/Days selects the days of the week you want this schedule to control the relay. When high-
lighted in red, the weekday is active.

There are two sets of Start and Stop times for each of the eight schedules. The relay is set
when the start time transitions from inactive to active, ie. at the start time, and reset when
the stop time is reached. It is not held on or off. It can be changed by other events including
the webpage buttons.

The current time originates from an internet time server. It is read only and cannot be
changed. Therefore you must have an internet connection for the scheduler to operate cor-
rectly.
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The timezone allows you to set the time for your location.

For example;

GMT leave this at 0.
CET set this to 1.
PST set this to -8
IST set this to 5:30

Daylight saving time may be checked if required. It advances the time by 1 hour between the
last Sunday in March and the last Sunday in October.

As well as controlling a relay directly, schedules may also be used in the boolean equation
fields of other controls. A relay could be controlled by placing S1 (for schedule 1) in its auto-
mation field.
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Counter/Timers

Count input pulses or time events.

System Configuration

Status Counter No. I3 v _
= Counter/Timers

' Network ‘ e
\ o giniee Ha el Eight Counter/Timers.
TCP/IP Count Input Used as Counters when the count input

3 o is connected to an Input
( o ) Capture Input
et Used as Timers when connected to the
¢ i Reset Input S IEIEGgGEGEGEEEEEEEEE internal 1Hz clock, T1.

Current Value The 32-bit counter counts up from zero

to @ maximum of 2,147,483,647.

Captured Value

Input/Output
Ping
Email
Peer to Peer
Sequencer
Scheduler
Counter/Timer

Application Page

@ Update Pending

There are a total of eight counter/timers available, selected with Counter No. box. Each
counter can count digital inputs at a maximum speed of 20Hz (20 counts per second) or high
speed counter inputs at a maximum speed of 2KHz (2000 counts per second).

Counter Name
Each counter/timer may be named and this hame appears on the application page and email
notifications.

Count Input

Each counter/timer is capable of being a timer by entering T1 into its count input box. T1 is an
internal 1Hz timer that will advance the count once per second. If and input is specified then
any pulses on that input will be counted. D4 will count pulses on input 4 at up to 20Hz. HSC4
will count at up to 2KHz. Make sure the input is correctly configured in the Input/output tab.
Note that "HSC4"” directs the system to use the high speed counter. HSC4 cannot be part of a
boolean equation.

Capture Input

This is the event that will cause the current counter value to be stored in the capture register.
The capture register is displayed on the application page, and may also be read using the
TCP/IP commands.
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Reset Input

This input will reset the counter value to zero. If the capture Input has been left blank then it
will store the current counter value in the capture register before resetting it to zero. You may
use an input such as D3 or you can use the counter value itself. Entering C1>9 for the
counterl Reset Input will reset the counter when it reaches 10. This will create a repeating 10
step timer (0-9).

Counters, Timers and Schedules can be combined. As an example lets assume we want to
count the pulses on input 2. We need to know the number of pules per hour coming in.
First we need a 1 hour time base, we'll use counter/timer 1 for this.

Counter No. _.

Counter Name [eig
Count Input
Capture Input
Reset Input
Current Value

Captured Value

Using T1 for the count input will make the counter increment once per second. There are 3600
seconds in 1 hour so we reset the counter when its greater than 3599 with C1>3599. The
counter will count from 0-3599.

Next we will use counter 2 to do the counting of input 2 pulses.

Counter No.
Counter Name
Count Input
Capture Input
Reset Input

Current Value

Captured Value

The count input is set to D2 to count the pulses. The reset input is controlled be counter 1.
When it gets reset to zero each hour, so does counter 2. As the capture input is blank the reset
event also captures the count value. This may be read any time in the next hour.

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
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The internal time base, T1 is derived from the crystal on the module. It's accurate but will drift
over time so that the capture event may not happen “on the hour”. Even if you started it on
the hour is will drift out by a few seconds a day. So as a final refinement we will synchronize
our time base with the real time derived from a schedule.

Schedule No.

Target Relay m

W/Days H n n n B

Hours Minutes Seconds

sert | (NN O O
sop | [N O

stort 2 (NN O O
sop? (NN NN NN

Cureet Tine
Time Zone _

Daylight Saving

The target relay is set to zero as we don’t need to use any relays for this. All week days are set
so we perform the synchronization every day. Start/stop time 1 is used to activate the sched-
ule at 1 second past midnight each day. The second start/stop time is disabled as both times
are identical.

Now go back to counterl and add “|S1” to the reset input. Now our time base timer will reset
every hour or when schedulel triggers it.

Counter No. ..

Counter Name

Count Input

Capture Input

Reset Input [SERTLLIIS

Current Value

Captured Value

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
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The application page

The last tab in the configuration pages takes you directly to the application page so you can
quickly see the results of your configuration changes.

The I/0 indicators show grey when the I/0 is inactive. When an active input is applied they
show green. Red indicates an active output from the module.

The I/0O's are clickable just like the relay buttons to turn them on and off.

Application page security

The configuration pages (any page name starting with _config) are only served when the
CFG/RUN link is in the CFG position If its in the RUN then no configuration pages are served.
Instead, you will be served a page saying “You do not have permission to view this page.”

The _pw.htm page (which contains the javascript that loads the password into your browser)
will only be served when the enable _pw.htm checkbox is checked on the Webpage Security
tab.

If the password field is left blank, the application page will always be served - to anyone!
Entering a password means the application page will only be served to a browser that has the
matching password set. Everyone else will just just be served a simple webpage saying “You
do not have permission to view this page.”

To summarize, set a password, load it onto your browser, disable _pw.htm and place the link in
the RUN position. Now you, and only you, can access and control your module.
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Accessing your webpage from the internet

Now you have your webpage up and running on your local network, for example
192.168.0.150, and you can access the webpage and control the module.
You just go to 192.168.0.150/index.htm, and the page is there.

However you can't get directly at that page from your phone when you are away from home.
You can't access it on 192.168.0.150 because your network is not publicly accessible, its a
private network address. You will have another IP address. This is the one your ISP gave you
for your internet connection, and is the public IP address of your router on the internet. If you
don't know what it is you can type “my ip” into Google's search bar and it will tell you. This is
the IP address you will use to access the modules webpage.

Everything on the internet uses an IP address and a port number.

When you access a webpage in your browser all you enter is the IP address (or more likely a
domain name, but its ultimately translated to an IP address). You don't normally have to enter
a port number but its still required. Your browser simply uses the default port number, which is
80 for the web, unless otherwise specified our modules also use port 80 for the webpage. How-
ever its a good idea to use a different port number for our boards as this will avoid conflict with
any web server you may have on your network.

Pick a number, I'll choose 19321 as our port number. Just make sure its different from any
TCP/IP port number you are using. The HTML port is set on the Webpage Security tab.

After you have re-loaded the program you can access the webpage with:
192.168.0.150:19321/index.htm

Note that as we have changed the modules html port we need to tell the browser how to find
the page with the new port number. Do that by inserting a ':' character and the port number
between the IP address and the page name as shown above.

Assuming your routers internet IP address is 86.87.88.89 (I made that up - replace with your
actual IP address) you will access the page from anywhere with address:
86.87.88.89:19321/index.htm

However first you have to set up your router to do that.

It's called “port forwarding” or “virtual server”, but whatever your router calls it, you need to
set it up so that all incoming connections on port 19321 are forwarded to port 19321 on local
IP address 192.168.0.150.

Unfortunately there are so many routers out there we cannot give details on all of them. You
should consult your routers manual or search Google for details on your specific router.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 39


http://www.robot-electronics.co.uk/

. 9 @ 71
_I:CJU_- o=r User Manual v4.10

Boolean equations

Both relay automation and email triggering use the boolean equation solver.

The types that can be used in boolean equations are:
Relays, R1 - R2

Digital I/O's, D1 - D4

Analog inputs, Al - A2

Pings P1 - P4

Sequencer, K1 - K12

Schedules, S1 - S8

Counters, C1 - C8

1Hz Time base, T1

PNOU AWM

The simplest equation is R1. This is true when R1 is active and not true when R1 is in-active. If
you enter R1 in the relay 2 automation box it will simply follow whatever R1 does.

The exclamation mark ! is used as a “not”. So IR1 is true when relay 1 is in-active.
Enter 'R1 in the relay 2 automation box it will follow the opposite of R1. Relay 2 will be active
when relay 1 is inactive.

The same applies to the digital I/O's. Enter D2 in the relay 2 automation box and the relay will
follow the input.

Analog inputs are compared with a value to obtain a true/false boolean result. In this example
we have set I/0O8 to be an analogue input with a 5v reference. Then we can enter A1<1000 in
the relay2 automation box. This will turn on relay 2 when the input Al falls below 1000. If Al
is connected to a temperature sensor and R2 controls a heater — well, you get the idea. Analog
comparisons use the “less than” < and “greater than” > symbols only. There is no equal or not
equal. Checking for equality on a potentially jittery analogue input is not really useful.

As well as “not” !, you can use “and” & and “or” | in your equations.
Enter D2&D3 and the result is true only when both D2 and D3 are active.
Enter D2|D3 and the result is true when either D2 or D3 is active.

What happens here:

D2|D3&D4

The answer is that boolean expressions are evaluated left to right. So D2 is ORed with D3 and
the result ANDed with D4. You can change the order of precedence by using parenthesis ().
D2|(D3&D4)

will now AND D3 with D4 and the result is Ored with D2.

Copyright © 2016-2021, Devantech Ltd.
All rights reserved.

www.robot-electronics.co.uk 40


http://www.robot-electronics.co.uk/

r i (271
[Cp_/n o)=r User Manual v4.10

To demonstrate a real world example, take the analog example above where we compared Al
with 1000 to operate R2. Whilst this would work its a not a good solution as the relay would
jitter badly when A1 was hovering between 999 and 1000. What we need is some hysteresis.
To do that we will use R2 in its own equation.

(A1<1000&!'R2)|(A1<1234&R2)

Assume R2 in inactive (off). The 2" half of the equation (A1<1234&R2) will have no effect.
So when A1 falls below 1000 the relay comes on. Now the 2™ half of the equation is true, and
will stay true until Al climbs above 1234.

So the relay becomes active when A1l is below 1000 and inactive above 1234.

We have hysteresis!
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TCP/IP command sets

There are four TCP/IP command sets on four selectable check boxes, of which one or none
may be selected on the TCP/IP config tab. These are ASCII, Modbus, Binary and Binary with
AES256 encryption.

ASCII command set

The ASCII command set allows you to type commands using a TCP/IP terminal program such
as PUTTY. Use PuTTy in raw mode.

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
192.168.0.59 17123 |
Connection type:

@Haw! (OTelnet (CRlogin (OSSH (O Segal

Make sure you have you module set to ASCII mode and, after the “update Pending” indicator
has gone out, re-booted the module so the changes take effect.

ASCII

ModBus
Binary

AES Binary
TCP/IP Port §rakk]
NS Sl This MUST be 32

ASCII commands are all two character commands and are not case sensitive. Type ST followed
by the return key. This is the STatus command. You will see:

£ 192,168.0.6 - PuTTY
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Valid commands are:

ST STatus request

SR [Relay number] [on/off] {Pulse time in mS}
SR 1 on Set Relay 1 on

SR 1 off Set Relay 1 off

SR 1 on 1000 Set Relay 1 on for 1 second

GR [Relay number]
GR 1 Get relay 1 status - responds with Active or Inactive

GI [Input number]
GI1 Get Input 1 status - responds with Active or Inactive

GA [Analog Input number]
GA1l Get Analog input 1 - responds with the 10-bit analog value

GC [Counter number]
GC1 Get Counterl - responds with count, capture values.

Note - on the tcp184, GI and GA are identical, getting the digital state or analogue value de-
pending on the port configuration in the I/0 Types tab.

B 192.168.0.6 - PuTTY

Typical PUTTY session.
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Binary command set

Summary.

0x30 Get Status

0x31 Set relay

0x32 Unused (It's Set output on modules with bi-directional I/0 line)
0x33 Get Relays

0x34 Get Inputs

0x35 Get Analogue

0x36 Get Counters

0x37 Update all Relays

0x30 (decimal 48) Get Status (1 byte command, returning 8 bytes)
This command returns 8 bytes of status data

Module ID This will be 36 (0x24) for the tcp184

System Firmware Major 2 for example

System Firmware Minor 18 for example

Application Firmware Major 1 for example

Application Firmware Minor 2 for example

Volts Power supply volts x 10. Example 125 is 12.5v

Internal Temperature (high byte) x 10
Internal Temperature (low byte) combined to 16 bits, 267 = 26.7 degrees C

In the above example the returned bytes would be:
0x24 0x02 0x12 0x01 0x02 0x7D 0x01 0x0B
The last two bytes combined are 0x10B which is 267 decimal.

0x31 0x02 0x01 0x00 0x00 0x00 0x00 Set Relay (7 byte command, returning 1 byte)
This command turns a relay on or off or pulses it for a time period and returns an ACK/NACK
byte. ACK=0, NACK=non-zero (actually the unknown relay number).

0x31 The actual command, the rest are parameters.

0x02 Relay number. Valid numbers are 1-8 (0x01-0x08)

0x01 Turn relay on (0x00 for off). This is ignored when following pulse time is >100.

0x00 3} high byte Pulse time

0x00 3} mid high  These 4 bytes combined are a 32-bit pulse time for the relay

0x00 7} mid low when less than 100 (as it is here 0x00000000) its ignored

0x00 7} low byte When >100 this pulses relay on for that number of mS

To pulse relay 5 on for one second the command is:
0x31 0x05 0x00 0x00 0x00 0x03 OxE8

0x000003ES8 (or just 0x3E8) is 1000 decimal, which is 1000mS or 1 second.

The relay will turn on and then go off 1 second later.

When sending a relay pulse time, the relay on/off byte is ignored. The relay is always on for
the duration of the pulse.
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0x33 0x01 Get Relay (2 byte command - returning 5 bytes)

This command is used to get the states of the relays. The second byte is the relay number, re-
lay 1 in this case.

The first returned byte is the state of the requested relay, 0x00 (off) or 0x01 (on).

The next four bytes pack the states of all 32 relays (virtual and actual relays). Bit 7 of byte 2 is
relay 32 through to bit 0 of byte 5 which is relay 1.

Byte 2 Byte 3 Byte 4 Byte 5
7165|432 (|1]|0 7/6|5]4]3|2|1]0 7/6|5]43|2|1]0 716|514 ]3|2|1]|0
32131|30(29|28|27|26|25 24123|22(21]20|19|18|17 16 | 15|14 | 13|12 11|10 9 8|7|6|5]4|3|2]|1

If the bit is set the relay is on, off otherwise.

0x34 0x01 Get Input (2 byte command - returning 2 bytes)

This command is used to get the states of the inputs. The second byte is the input number, in-
put 1 in this case.

The first returned byte is the state of the requested input, 0x00 (inactive) or 0x01 (active)
the second byte packs the states of all 7 inputs. Bit 7 is unused. Bit 6 is input 7 through to bit
0 which is input 1. If the bit is high the input is active.

Byte 2
BitNo.| 7|6 5|4 32|10
Input | x| 7654|332

0x35 Get Analogue inputs (1 byte command returning 14 bytes)
This returns all 7 possible analogue inputs. 14 bytes are returned, 2 for each analogue input.
Byte 1 byte 2 for example:

0x02 Ox3E combined to 0x023E, or 574 decimal for input 1.

Bytes 3 — 12 follow in a similar way.

Byte 13 byte 14
0x03  0x2C combined to 0x032C, or 812 decimal for input 7.

If the input is configured as a digital port then the input will be 0 or 1.

0x36 0x01 Get Counters (2 byte command - returning 8 bytes)

This command is used to get the counters. The second byte is the counter number, counter 1
in this case.

The first 4 bytes returned is the current counter value. This 32-bit (4 bytes) value is returned
high byte first. The second group of 4 bytes returned is the capture register for this counter,
also a 32-bit (4 byte) value returned high byte first.
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0x37 Oxnn Oxnn Oxnn Oxnn  Update all relays (5 byte command returning 1 byte)
This command is used to update all relays with one command returning an ACK/NACK byte.
ACK=0, NACK=non-zero. If a bit is high (1), the corresponding relay will be turned on. If a bit
is low (0) the corresponding relay will be turned off. This command therefore affects all relays.
The bit order is the same as the Get Relay command.

Byte 2 Byte 3 Byte 4 Byte 5
7165|432 (|1]|0 7/6|5]4]3|2|1]0 7/6|5]43|2|1]0 716|514 ]3|2|1]|0
32131|30(29|28|27|26|25 24123|22(21]20|19|18|17 16 | 15|14 | 13|12 11|10 9 8|7|6|5]4|3|2]|1

0x38 Oxnn Oxnn Oxnn Oxnn Set selected relays (5 byte command returning 1 byte)
Set only those relays with a corresponding high in the bit pattern returning an ACK/NACK byte.
ACK=0, NACK=non-zero. Same bit order as command 0x37 above.

Relays with a corresponding low (0) are NOT affected and remain on/off as previously set.

0x39 Oxnn Oxnn Oxnn Oxnn Clear selected relays (5 byte command returning 1 byte)
Clears only those relays with a corresponding high in the bit pattern returning an ACK/NACK
byte. ACK=0, NACK=non-zero. Same bit order as command 0x37 above.

Relays with a corresponding low (0) are NOT affected and remain on/off as previously set.
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The AES Binary commands are the same as the Binary commands described above. The only
difference is that they are AES encrypted and always 16 bytes in length. The first bytes are the
same as described in the Binary command set. The last 4 bytes is the Nonce (a random num-
ber) and the bytes in the middle are undefined. The module will decrypt the command, gener-
ate the response and encrypt it before returning it to you.

Your program that controls the module will need to encrypt the commands and then decrypt
the response.

We use AES256 CBC encryption, hence the requirement for a 256 bit (or 32 byte) key. To com-
plete the security we use a random IV generated by a cryptoghraphically secure random num-
ber generator (ISAAC).

To control the module you will need to send the commands with AES encryption. To help you
with this we have examples in C#, Java and Python. The C# and Java applications are com-
plete and may be used or modified as you wish.

To prevent re-play (or Playback) attacks the command packet includes a Nonce. This takes the
form of a 32-bit (4 byte) random number in positions 12, 13, 14 & 15 of the 16 byte data
packet. For example when you send a Get Status command (0x30) you will get a 16 byte block
returned. The first 8 bytes (0-7) will be as defined for the binary commands. Bytes 8-11 are
unused. Bytes 12-15 contain the Nounce.

Commands which generate and send you a Nounce are:

0x30 - Get Status

0x31 - Set Relay

0x37 - Update all relays, On or Off

0x38 - Set only relays with corresponding bit set to On
0x39 - Clear only relays with corresponding bit set to Off

Commands which require a Nounce to be sent by you are:
0x31 - Set Relay

0x37 - Update all relays, On or Off

0x38 - Set only relays with corresponding bit set to On
0x39 - Clear only relays with corresponding bit set to Off

A Nounce is only ever used once, you must always use the most recently issued Nounce.
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The following example shows how the Nounce provided by the module is used in the next Set

Relay command.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Get Status | 0x30 XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX
Response 0x23 | 0x02 | 0x12 | Ox01 | Ox02 | Ox7D | Ox01 | Ox0B XX XX XX XX 0x89 | OxAB | OxCD | OXEF
Set Relay 0x31 | 0x02 | 0x01 | Ox00 | Ox00 | Ox00 | Ox00 XX XX XX XX XX 0x89 | OxAB | OxCD | OxEF
Response 0x00 XX XX XX XX XX XX XX XX XX XX XX Ox1A | Ox2B | 0x3C | 0x4D
Set Relay 0x31 | Ox03 | 0x01 | Ox00 | Ox00 | Ox00 | Ox00 XX XX XX XX XX Ox1A | Ox2B | Ox3C | Ox4D
Response 0x00 XX XX XX XX XX XX XX XX XX XX XX OxF1 | OXE2 | OxD3 | OxC4

If the Nounce you send with the command does not match the last one sent to you, then the

Relay (or Output) will not be changed.

No other commands either require or provide a Nounce.
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Modbus commands

The modbus command set accepts a subset of the standard Modbus-TCP frames as defined in
Modbus protocol Specification and
MODBUS Messaging on TCP/IP Implementation Guide V1.0b

Functions 1, 4, 5 & 15 are supported along with error codes 1, 2 & 3 should they occur.

Function 01 (0x01) Read Coils

This function reads back the 32 relays as coils 1-32 and also the 8 inputs as coils 41-48.

If you do a block read from 1 to 48, the missing coils 33-40 will read as zero and not give an

error.

Function 04 (0x04) Read Input Registers

This function reads back the 8 analogue inputs as registers 1-8

Registers 9-24 are 16 registers representing 8 counter values. As modbus registers are 16-bits
wide and the counters are 32-bit, a counter is stored in 2 16-bit registers, high word first. In
the same way, the 16 registers 25-40 hold the 8 capture values.

Register 9 Counterl high word Register 25 Capturel high word
Register 10 Counterl low word Register 26  Capturel low word
Register 11 Counter2 high word Register 27 Capture2 high word
Register 12 Counter2 low word Register 28 Capture2 low word
Register 13 Counter3 high word Register 29 Capture3 high word
Register 14 Counter3 low word Register 30 Capture3 low word
Register 15 Counter4 high word Register 31 Capture4 high word
Register 16 Counter4 low word Register 32 Capture4 low word
Register 17 Counter5 high word Register 33 Capture5 high word
Register 18 Counter5 low word Register 34 Capture5 low word
Register 19 Counter6 high word Register 35 Capture6 high word
Register 20 Counter6 low word Register 36 Capture6 low word
Register 21  Counter?7 high word Register 37 Capture?7 high word
Register 22 Counter?7 low word Register 38 Capture7 low word
Register 23 Counter8 high word Register 38 Capture8 high word
Register 24 Counter8 low word Register 40 Capture8 low word
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Function 05 (0x05) Write Single Coil

This function is used to write to a single coil (relay). Coils 1-32 are the relays 1-32.

Function 15 (Ox0F) Write Multiple Coils

This function is used to write to multiple coils (relays). Coils 1-32 are the relays 1-32.

Error code 1

This error is returned if an unknown or unimplemented function is received. Only functions 1, 4
& 5 are implemented.

Error code 2

This error is returned if an illegal address is requested. Addresses greater than 15 for functions
1 & 5 or greater than 7 for function 4 will generate this error.

Error code 3

This error is returned if an illegal data value is received. Number of points = zero will generate
this as will an illegal data value for function 5.

Modbus Gateway

If the Modbus/TCP/IP frame has a UID that does not match the one you set in the TCP/IP con-
fig screen, the module will assume this is for another Modbus module connected to the RS485
port. It will use the UID as the Module address, convert the request to RTU format and send it
to the downstream module. This could be an MBH88 for example. The return frame is then
converted back to Modbus/TCP/IP format and returned to you.

Make sure you set the Parity and Baud Rate in the TCP/IP config screen to match your Modbus
RTU modules.
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Loading the application firmware

If your module does not flash the blue LED three times on power-up, you will need to update
the system firmware and load the application program. These instructions should also be fol-
lowed if you want to update your firmware to the latest version or even revert to an earlier
version.

You need to download the dScript programming environment from here:
http://www.robot-electronics.co.uk/dscript.html

PC requirements
Windows 7 or later, Linux or macOS.
USB port to program the module.

The dScript IDE is supplied as a zip file that can be download and unzipped into a temporary
folder, inside the temporary folder will be four folders:

Installation
USBdriver
Examples
Documentation

Go to the Installation directory and click “setup” to install the dScript IDE, if you have already
installed a previous version you will need to uninstall it before installing the new one.
The USBdriver folder contains the USB com port driver for the modules.

Copy the Examples directory to a convenient location on your computer, it contains both
dScript source code examples and associated web pages, one of which is the application
firmware you will need.

In this order:

1. Start from this position:
a. dScript Editor closed down.
b. tcp184 not connected or powered.

2. Power-up the tcp184.

3. Hold down the reset button for a couple of seconds until the red LED comes on. This in-
dicates the module is in boot-loader mode.

4. Connect the USB lead to the PC. If windows wants a driver, point it to the USB driver
folder and install the driver from there.
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5. Run the dScript editor. Look in Help—About and check you have the latest version of
dScript. In this case 4.10

ct Help .
About » Version: 4.10.001
Documentation ] | Y o

6. If you have an earlier version you should uninstall it and install the new version from
the installation folder, then start these instructions from the beginning. Older versions
will not work with the new application.

7. Now look in the Module panel, you should see:

= |tcpl84v1.0l | «f &

v1.01 indicates it's the boot-loader that is running.

8. Load the project: File=Open project
\dScriptPublish-4-10/Examples/app-tcp184-v4-10/app-tcp184-v4-10.dsj

9. Click the build button (white triangle on green button). This will update the system

firmware and load the application.

10. When done, the new version will be displayed:

tcpl84 va.10 43
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Erasing old configuration settings

Uploading the firmware, as described in the previous section, will not erase all the configura-

tion values. If you need to clear

these, do the following:

User Manual v4.10

Load up the app-tcp184-v4-10.dsj application in the editor, but before you upload it to the
tcp184 you need to make a small change. Locate the thread "main" (click the word in the right

panel is quickest). Just below th

thnreadasieep LU
loop
endthread

Ethread main|const)

if initControl !'= AppVersion Init()

s TInit ()

System PLY PUR:0x00000001 Rlyl
System BLY PUR&0x00000002 RlyZ
System PLY PURs0x00000004 Rly3
System PLY PURs0x000000028 Rly4
Svstem PLY PURs0x00000010 Rlw3

is is a commented out line "init()".

s init module if different from app version

s uncomment this line to force init

PelayStore[0]
PelayStore[1]
PelayStore[Z]
PelayStore[3]
PelavStorel4]

Uncomment this by removing the semicolon.

threadsleep LU
loop
endthread

Ethread main|const)

if initControl != AppVersion Init()

| Init ()

if System RLY PUR&0x00000001 Rlyl
if System PLY PUR:£0x0000000Z Rly2
if System PLY PUR:£0x00000004 Rly3
if System PLY PUR:&0x0000000Z Rly4

IF St e TTW ATMAMLOAAAAAAA T

Now upload the application and
Confirm the board is operating,

s init module if different from app version

7 uncomment this line to force init
elayStore
elayStore
elayStore
_Laystor=

— Pl r

[
[
[
[

e

01
1]
2]
3]

; restore relay states on power u

/ restore ralay statas on powsr u

Binaryi)
CalcVoltsTemp (1000)
DoBinary ()
DST(U=eDST)
generateEmailMsg()
GetAttachedRly()
GetNonce ()

Init ()

main(const)

ModBus i)
ModBus_PReadCoils ()

Binary i)
CalcVoltsTemp (1000)
DoBinary ()
DST(UseDST)
generateEmailMsg ()
GetAttachedBly ()
GetNonce ()

Init ()

main (const)

ModBus ()
ModBus_PeadCoils ()

it will reset the IP address along with all other variables.

but don't change anything yet.

You need to replace the semicolon and upload the application again, otherwise it will continue
to reset everything each time you power-up.

A faster method is to load the supplied Blank.dsf configuration file from the Examples folder.
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tcp184 PCB
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The tcp184 provides four (4) volt free contact relay outputs with a current rating of up to
16Amp each, 8 flexible Inputs which can be analogue or digital or high speed counters and an
RS485 serial port. The module has a universal AC mains input of 90 - 264Vac, 47-63Hz. The
relays are SPCO (Single Pole Change Over) types. The normally open, normally closed and
common pins are all available on the screw terminals. There is a snubber between the N/O and
Common contacts.

LED indication

The tcp184 provides a row of three LEDs, Blue, Green and Red, are available for status indica-
tion. The Red LED lights when the module is in bootloader mode - this is when the IDE is up-
loading system firmware to the module. The Green LED lights the board begins running user
programs. The Blue LED flashes 3 times on power up to indicate that the default app is run-

ning. All three LEDs are available and can be controlled as digitalports 33-35.
digitalport LedBlue 33
digitalport LedGreen 34
digitalport LedRed 35

The “FlashingLeds” example provides a colourful display showing how to use them.

Power supply

AC mains input of 90 - 264Vac, 47-63Hz.
Note. The Earth terminal is connected to the Input Ov terminals.

Operating temperature
-20C to +70C
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Power relays

Fourl6A volt free contact relays are provided for switching a common input between a nor-
mally closed output and a normally open output.

A full datasheet for the relays used on the tcp184 is here: HF115FD datasheet

33n
Zs § e | 2|z
L]
RELAY1
1

The representative relay circuit used on the tcp184 showing the snubber components between
the Normally Open (NO) and Common contacts.
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Analogue/Digital flexible I/0's

The tcp184 has eight flexible Input ports, numbered 1-8, which can be your selection of:

1. Digital input with pull-up resistor (allows direct connection of Volt Free Contact, VFC).
Digital input without no pull-up resistor, suitable for driving with a 0-5v signal.
Analogue input using a 4.096v reference. 12-bit.

Analogue input using a 5v reference. 12-bit.

i A W N

High speed counter, up to 2000 counts/second

VFG1

Representative input circuit.
The transistor is used to turn on/off the 10k pull-up resistor.
Another 10k resistor and 10n capacitor provides an input filter.

Copyright © 201672021, Devantech Ltd. www.robot-electronics.co.uk
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RS485 Serial Port Connection

The RS485 serial port is used by our default app to provide a Modbus Gateway.
When programming in dScript it is freely available for your own purpose.

H

1
Tx O Din Vidd
Direction » DE

+

RE

Dout Vss »
ST4B5 |

120 1
LINK

A two pin link near to the RS485 terminal block should be shorted to use the on-board 120
ohm terminating resistor.

=] 4] B2

(il o] [=d] (o=}

L] [56] B

f

[o]nls}

0+
i

L

=Y

Rx O

Ok
Ok
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Notes
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